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Az Ml-alapu adatbiztonsag vezetoje

Our Mission:

Erre fokuszalunk:

J .

Data Protection

&

Data Security .

@

Data Insights
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Sokféle adatforras
Nagyvallalati skalazédas

Rugalmas licenclés

Ultra-gyors Threat észlelés
Posture Management

Egyszer( kibervédelem

GenAl f4jl adatokra
Keresés & analizalas

reporting

A vilag adatinak: védelme és biztonsagossa tetele. Kereshetdseg.

A vilag legnagyobb vallalatainak biztusitunk hibat(rést!

Ezt értiik el:
100+

$1.7B EBs 1600

povetel védett adat Patents

2x 19.4% 140

|egl'<<c;z|;|2bbi _ picai helyen a

versenytarshoz re(s\liise?g;as vilagon

képest

12000 3000 Leader
Ggyfél partner Gartner MQ

Notes: 1. 2023 pro forma metrics after acquisition of Veritas data protection business
2. Analyst and Company Research, Proforma 2023 Backup and Recovery Market Share



Cohesity Data Protect

- Radikalisan egyszeri mentés és helyreallitas

« Hazirend alapu automatizalas \e >

* Gyors elosztott mentés — Parhuzamos feldolgozas v"\ )N h m

« Azonnali tbmeges visszaallitas — Live Mount i Ty
SNV L6

« Zero Trust képességek (titkositas,
nem-modosithatdé adatok, SoD,

RBAC, MFA, torlés elleni
védelem, stb.

« Anomalia észlelés

* Fenyegetettségek megfogasa —
Snapshot és fajl szinten

 El&fizetésként vagy SAAS-ként
elérhet6

COHESITY



Cohesity Smart Files

= Fajl- és objektumtarolas
Software Defined
Korlatlan skalazodas

Optimalizalt hatékonysag

Kapacitas és adatkezelés

Multiprotocol tamogatas
NFS, SMB, S3, Public Clouds

Konnyen kezelhetd

Szabalyzat-alapu és egységes menedzsment

Beépitett adatkezelés

Elemzés, keresés, migracio, adat klasszifikacio, archivalas

Integralt alkalmazasok

Clusteren futtathatd kulon appok

COHE§|TY © 2024 Cohesity, Inc. All rights reserved.



Cohesity Data Platform: Kivalé skalazédas és rugalmassag

C DataPlatform

Virtual Edition

§ DataPlatform

c DataPlatform
D for Edge

1gép

for Edge

1 gép 3-24 géps*

16TB 16TB Up to 16TB
gépenkent gépenként (gépenként
Physical VE ROBO VE Clustered

[(§)J|§I
— VM

—
Hewlett Packard
Enterprise Y
dete’ vmware B e
DELL v ¥ LKVM
vmware

Korlatlan skalazédas
COHESITY DataPlatform

3+ gép

All Flash gépek

((s) )
glajain

All Flash Tier

glaiaia
\

Hyperconverged | Rack szerverek
Inkrementalisan novelheté CPU, RAM, HDD

Hybrid gépek

o O B
Velelel

Balanced Flash-to-HDD Ratio

gRRle

Archive gépek

O B
el

Lower Flash-to-HDD Ratio

Qe
J

Y
— COHESITY
Hewletg Packard
Enterprise LenOVO

L U Fsas Technologies

a Fujitsu company

Korlatlan skalazoédas
§ DataPlatform

for Cloud

3+ géps
Large, X-Large
(capacities per gép)

Cloud Edition

aws

!

A Azure

*It is possible to scale beyond 24 géps with support assistance

© 2024 Cohesity, Inc. All rights reserved.



Attekintés a platformrol

Data Analytics & Insights Infrastructure Mobility Encryption
Tovabbi F . , _ . -
spitdelomek ECapStorm ¢, RCLONE <) %@ elastic  splunk> . . serY!::enow are ¢.) RCLONE } / PAthue
M maseue MODEL [ C”%N'aﬁ BReport €. RCLONE Grofana  spotight  Insight vmware .H'Te"af“r"'
Data Security Posture Data Loss Threat SIEM / SOAR / XDR Vulnerability Identity Access Managed
. . Management Prevention Feeds 4, paloalto ali] Management Management Security Services
Adatbiztonsagi U&B Bing WIZ+ [ [ Cisco (15 CYBERARK’ L
Okoszisztéma - f;pzscaler @ Qualys. \GROWDSTRIKE Otenable MANDIANT Ppwc
’ ‘ Normalvze- {:CYERA A 'éllls'élc;' Oktd. ECS Bene

Cohesity Data Cloud

MI-alapu adatbiztonsagi és menedzsment platform

Data Platform

Virtual & Physical Storage Databases / NoSQL Clouds / SaaS Apps
Forras -- &‘Iﬁ\jcelrcefsoft ‘?gpr:‘g: gre Hewlett Packard ol I Il I L ORACLE \F'?\ §6°|ﬁ_ Server o Couchbase Ammra A \aws:; 3 A

Enterprise CISCO E
NUTANDL C) Q rednat Exchange ) mongo ".?%mms-
n
NetApp Hewlett Packard

mHl Windows AEACHE A @
é '@1 M server O WS/4 HANA  HeRsE MgSll\lm ﬁ
RO Enterprise
SOla I'IS @UX W ASE }1— SQLAZUFE @POS@'ESQL == Active Directory

COHESITY . :

rendszerek
) Office 365 & OneDrive

CockroachDB

O purestornce  161Ggn ,
splunk> vmware



@ Cyber Resilience
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. Cohesity ,
capability

Protect @ & __-_-__.._______ e -

~
scanner ~
Data Customer b
process or Backup and Add Identity Backup Cloud laaS | Add Centralized \
technology Replicate On-Prem Data Protection PaaS / SaaS Data Management i

/
/
P
— o — - - - - - -
Ensure” .- S ap—— (x|
Recoverability ,

! Add a Vault Add Immutable Lock Down IAM Harden the Backup

| (FortKnaox) Backups (DatalLock) (RBAC, MFA, Quorum) Infrastructure

\

\

Detect ‘o N
Threats @

Add Ransomware Add SIEM / SOAR Add Malware HASH Add Ransomware 10C \
Anomaly Detection Integration Scanning Scanning |




Egyszerl kezel6felulet / mentési hazirendek

Cluster

€ US-NYC-01 v Policies

OF Dashboards

Target Type ~ Q

@ Data Protection

Policy * Protection Groups Protected Objects Backup
Protection
O Bronze @ 0 0 o)
Backup 1d | Retain 30d | Datalock 30d
Recoveries
Gold @&
O Backup 4h | Retain 1w | Datalock 1w 0 0 &
Sources MVRC - Dial Tones @&
O Backup 1d | Retain 2w | Datalock 2w | Replicate | Cloud Vault 9 64 ©
Policies Protect Once
@ Retain 2w | Backup One Time 0 0 &
Runbooks O Silver @ 0 0 [
Backup 12h | Retain 2w | Datalock 2w
Tiered Protection - Replicate and Archive @&
Eﬂ Infrastructure > O Backup 1d | Retain 2w | Datalock 3d | Archive 2 0 e
) Vaulting Policy - US East &
(3 SmartFiles > O Backup 1d | Retain 2w | Datalock 3d | Archive | Cloud Vault 8 > &
&, Test& Dev
&7 Marketplace >

COHESITY  ©2025 Cohesity Inc. Al rights reserved.



Egyszerl kezel6felulet / Mentési hazirendek / WORM mukodés
Target Type - O\

Mentési hazirendek
WORM funkcié:

Torlés is tiltva van:

DatalLock 1w

COHE_G)ITY © 2025 Cohesity Inc. All rights reserved.

Q O O @ O O QO

Policy 1t

Bronze @& l

Backup 1d | Retain 30d | DatalLock 30d

Gold @&
Backup 4h | Retain 1w | DatalLock 1w

MVRC - Dial Tones @&
Backup 1d | Retain 2w | DatalLock 2w | Replicate | Cloud Vault

Protect Once
Retain 2w | Backup One Time

Silver &
Backup 12h | Retain 2w | Datalock 2w

Tiered Protection - Replicate and Archive &
Backup 1d | Retain 2w | Datalock 3d | Archive

Vaulting Policy - US East @&
Backup 1d | Retain 2w | Datalock 3d | Archive | Cloud Vault
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Az AD sebezhetoségeket biztosan ki fogjak hasznalni

Proportion of Organizations Proportion of Exposures

Network Techniques

IT Services

IActive Directory
RCE Vulnerabilities

Azure Techniques

AWS Techniques

Kubemetes Techniques

GCP Techniques

Figure 8: Categories of techniques targeting exposures identified by attack path analysis

Forras: "Navigating the Paths of Risk: The State of Exposure Management in 2023”

COHESITY  ©2025 Cohesity Inc. Al rights reserved.



Valtozo6 konfig — Novekvo tamadasi
felulet

Egy szokasos AD forest elhamarkodott
dontések évtizedes gyljteménye...

- Evitezedek 6ta mikodik
» Kicsit tobb jog mint kellene, hogy mikodjon
* Nincs fellugyelet:

Ha valami elavult — jo eséllyel bent marad

Ez mind noveli a tamadasi feluletet

COHE_G)ITY © 2025 Cohesity Inc. All rights reserved.



1. Hlzd ki a haldzati 11.  Tordld a DNS NS 17.  Windows 21. Epitsiink 26. Ellendrizd a Fontos
kabeleket minden rekordokat azokrdl id8 magerdét tovabbi teljes erdé zempontok
DC-rél, vagy a DC-krél, amelyek konfigurala DC-kkela 0./ 1. egeszseget szemponto
kapcsold ki a mar nem léteznek sa szint(i miveletek

i o 3 1353
Halozl9l -sold a DC-ket a 12, Téréld a DNS SRV amogatasara 27, Ahelyredllitott
visszaallitashoz egy rekordokat azokrdl a erdd A kézi helvresllités hail
privat halozatba (O, DC-krél, amelyek athelyezése %W%
igen — globalis privat mar nem léteznek vallalati Ibare, es gyg ran tova ) I
VLAN-t hozz étre) 13. Emeljéka L halézatba, .. ciklusokat igényel a hibak
rendelkezésre 4llo 18. Hozzaadj GC-t egy Minden DC-t a magerdévé valé 28." Inditsd Ujra az kijavitasahoz, ami tovabb
RID poolok értékét DC-hez minden OS athelyezés esetén: Osszes szervert hosszabbitja az idévonalat
Minden domeénre: 100 ezreccsel verziéhoz minden 22. Tisztitsd meg a (korabbi) és klienst, hogy
i 14.  Ervénytelenitsd a domainben (vérj a DC-t FORCEREMOVAL kényszeritsd a
3. Az els6 irhaté DC nem jogos visszaallitasa jelenlegi RID poolt GC-k letrejéttesére) segitségével, vagy épitsd kommunikaciét
4. Hitelesités visszaallitasa a SYSVOL-rol azon minden DC-re ujra az operacios rendszert az Uj erdovel
15 Két . 19 Készit 23. IFM csomag kiildése a o .
aDC-n - Ke sze’rlllls ) . b.etSZI s szervernek (varj...) Sziikséges §z_emelyzet a
5. Remediate malware visszaallitsd a zionsag 24. Vegyék le a DC-t a nyilvanos manualis AD
e " e root DC mentest az halozatrol. és tedd fel a erdohelyreallitashoz:
6. Nullaldzz vissza az 6sszes adminisztratori szamitogépes dsszes DC-rél magerds r‘lélézatra Core AD csapat, minden
fiok jelszot 1%9kjatKétszer is ﬁ)_mag%gg ?&Pe egy 25.  Futtass egy DCPROMO adatkézpont o;')eré.t.or?i,
7. FSMO-k lefoglalasa reset krbtgt IFM csomagot IFM-et (Napok telnek el, valam|,nt egyep kils6
- irhaté isztitasa. kive fiokot minden OS amig tisztitod és ujjaépited a tamogatas
8. Mind haté DC metaadat-tisztitasa, ki . .
inden Irhato melaadat-tisziitasa, kiveve (Ekkor mar magerdé verzidhoz, DC-ket) (Most mar elég nagy (Becslesek szerint 10-15
a célzott magerdd DC-ket van) minden erdéd van az alapveté IT témoqalt(') dol'qoz.c.') all az
9. DNS konfiguralasa az erdégydkér DC-n domainben futnak miiveletekhez) atlagos vallalati terlileten)
10.  Tavolitsd el a globalis katalégust minden DC- a DC-k

Active Directory Forest
helyreallitasanak lepesei

rél. (Varj a globalis katalogus eltavolitasara)

Az altalanos mentés csak a 3. Iépést automatizalja,
igy a helyreallitasi folyamat tobbi része tobbnyire
manualis feladat

Ez a legfontosabb kulonbség

COHESITY

© 2025 Cohesity Inc. All rights reserved.



Cohesity Identity Resilience esetén:

Napok vagy hetek he[yett percek Az ADFR 7 kattintasos AD helyreallitasa:

1. Kattints a Recover gombra

Teljesen automatizalt Forest

2. Inditsa el az erdéhelyreallitast
helyreallitas - elkerulve az emberi 3. Biztonsagi készletek listazasa
hibékat, 4. Valaszd ki a Backup Set a

visszaallitashoz
90%-kal csokkentve az allasidét 5. Kattints Folytatas gombra
eés megszuntetve az Ujrafert6zédés 6. Kattints Folytatas gombra

7. Kattints a Helyreallitas inditasara

e _/
Y

A Semperis ADFR-hez

Csak 1-2 AD admin kell
COHEngY © 2025 Cohesity Inc. All rights reserved. 15

kockazatat.




Active Directory ellenallo képesség novelése

Active Directory ‘
Forest Recovery ﬂ

Csokkenti az AD helyreallitasi idejét
Biztositja az Uizlet folytonossagat egy
er0s helyreallitasi stratégiaval.

» Autamtikus, gyors, kiekrili az emberi

hibakat,

» megvaltoztathatatlan mentéseket
hasznal

» tobb Forest helyreallitadsa néhany ora
alatt.

« Malware kiszlrése

« A betorési utani elemzések /
vizsgalatok felgyorsitasa az

Ujrafertézés megeldzése érdekében.

Forest Druid (OPEN)

Proaktivan azonositsjuk és zarjuk
kritikus tamadasi Utvonalakat

« Zarja a tamadasi vektorokat, amelyek a O-
as szintl elemeket célozzak meg.

« Pontosan azonositjuk melyek a valédi 0.
szintU elemek.

 Hatékonyan csokkenti a tulzott
jogosultsagokat az AD-n bell.

« A tamadasi lehet6ségeket a sulyossag
alapjan rangsoruljuk, nem azok gyakorasiga
szerint.

» Monitorozza a kritikus Active Directory

komponenseket.

Purple Knight (NYITOTT)

Kiértékeli és segit javitani az Active
Directory biztonsagi allapotat.

- Atfogé auditokat végez az Active Directory
sebezhetdsegeket keresve

« A community altal megismert AD
fenyegetéseket tudjuk hasznalni.

» Hozzaférés AD biztonsagi tanacsokhoz a
Semperis szakemberektol.

 Azonositja azokat a hibas konfiguraciokat,
amelyek gyakori tamadasi modszerekhez

sikeressségehez vezetnek.

# https://www.cohesity.com/forms/semperis-purple-knight/
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A backup rendszer megerositése / hardening

Security Center / Dashboard

Dashboard

Security Posture Threat Detection Data Classification Cyber Vaulting

Posture Advisor Score
Latest Scan: Sep 18, 2026 6:26am

20 i Low Risk

70 Medium Risk

43

High Risk

o High Risk

Security Posture —
attekintés, hogyan is allunk

COHE§ITY © 2025 Cohesity Inc. All rights reserved.

Top Issues — mire kell odafigyelni

Top Issues

Support User Two-factor authentication is not enabled.
External syslog server is not configured.

Audit Log retention period is less than 6 months.

Sudo access for support user is not disabled.

Login banner is not enabled. It is displayed before login.

8 of 8 Clusters

6 of 8 Clusters

6 of 8 Clusters

4 of 8 Clusters

3 of 8 Clusters

View All Issues

18



Vaulting

COHESITY ©2025 cohesity Inc. Al ric
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Vaulting

Adat kulon zénaban
« FOldrajzilag

» Authentikacios
szempontbal

Multi-Person
Authorizacio

FortKnox

OF Dashboard
1 Anomalies
Cloud Vault
© Clusters
) security
[ Reports

@3 Settings

COHESITY © 2025 Cohesity Inc. All rights reserved.

Fortknox [ Dashboard

Dashboard

B AWS Warm

Azure Warm
Cold Vaults

August 2026

B AWS Cold

Topology

[ | 84% (4.2 TB of 5 TB)

1% (54.5 GB of 5 TB)

[ | 7% (329 GB of 5 TB)

US-NYC-02 US-NYC-01

TN _./"_—\\

{ \ { N

(= =

___ // N . //

.-", ) \\\

US-CAL-01 (

P I.

£ Y AN /

|\ é .': us-east-2-vault
_

{

Cloud
5TB
4TB u
3TB
2TB
1TB
0TB
09113 0814 0915 09/16 0917 05/18
Usage for Sep 12, 2026 - Sep 18, 2026
320 GB
240 GB = |
160 GB
80 GB
0GB
09114 09/16 05/18
EMEA-IRL-1
PN
(£ @)
US-CAL-02 | (ﬁ ::
o~ \ /
o \ /
l/ \". —
) I
~ N
/ \
{ 1
l.
\ /
~ -
— A eu-west-2-vault
- . -~ .
y, \\. / \\.
{ 1 { 1
l. l.
A ; A /
N N

us-central-azure-warm-vault

us-west-2-aws-cold-vault
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E‘, Security Center

OF Dashboard

Anomaly Detection

6
[E] Inventory

@ Threat Detection >
[% Data Classification >
Cyber Vaulting A

[EI] Scan Order Configuration

) security Posture >
m Sensitive Data Posture
@ User Activity >
5°} Integrations

:= REDLab News

ﬁ Alerts

G]r%l Audit Logs

Security Center / Anomaly Detection
Anomaly Detection

Summary Rules

Systems with Affected Objects

Objects with Anomalous Snapshots

Filters: Object Type = System =

[0 object

@ core-apps-NYC-Win-284

Source: vCenter-US-NYC-01.heliosdemo.local

core-apps-NYC-Win-581

Source: vCenter-US-NYC-01.heliosdemo.local

core-apps-NYC-Win-715

Source: vCenter-US-NYC-01.heliosdemo.local

core-apps-NYC-Win-956

Source: vCenter-US-NYC-01.heliosdemo.local

O OO O O
B & &8 &

core-apps-NYC-Win-844
Source: vCenter-US-NYC-01.heliosdemo.local

Az észlelt anomal

4

Ia

System

US-NYC-02

US-NYC-02

US-NYC-02

US-NYC-02

US-NYC-02

Anomalous Snapshot &

Sep 15, 2026 4:10am

Sep 11, 2026 4:16am

Sep 10, 2026 4:10pm

Sep 10, 2026 4:17am

Sep 9, 2026 4:14pm

Anomaly Strength
A 2

B 2y
N 3%
A 2o
h

23%

k miatt automatikusan indul egy threat-scan

Threat Detection

{E} 3 Threats

Mo Scan

{T} 6 Threats

{7} 6 Threats

No Scan



@ Security Center

OF Dashboard

{F Anomaly Detection

(] inventory

@ Threat Detection ?
Q% Data Classification b
Cyber Vaulting (4

(]l Scan Order Configuration

I!-"}:s_]]‘ Security Posture ?
m Sensitive Data Posture

@ User Activity ?

5:} Integrations

€~ Back to Anomaly Detection

vm| core-apps-NYC-Win-715

Anomalous Snapshot: Sep 10, 2026 4:10pm

Snapshots Trends Affected Files Sensitivity Threats

8 33% US-NYC-02

Anomaly Strength Affected System

Filters: Tag = Type = Assessment -

Snapshot 4

B Sep 10, 2026 4:10pm

Threats Matched Critical Anomaly Detected

B Sep 10, 2026 3:57pm

Threats Matched High Sensitivity Detected
A Sep10, 2026 3:45pm
® Sep 10, 2026 3:38pm

® Sep 10, 2026 3:31pm

vCenter-US-NYC-01.heliosdemo.local
Affected Source

Data Written

6.8 GiB

13.2 MiB

*

21.8 MiB
20.9 MIB

24.6 MiB

Latszik, hogy n6 a mentett adat mennyisége és az entriopia: ez baj!

Recover

Entropy

0.72

*

0.08

0.04
0.04

0.05



Scan Details
() Succeeded 1N 41m 5s
Status Scanned Objects Duration
Filters: Files = Objects - Threat Feed
File Path File Hash

. 239cbfbb3cB84a420...
[} /Clth_test_files_smart_sca...

. 239cbfbb3c84a420...
D [Clth_test_files_smart_sca...

cb52031ed4/382e34...

[} /Clth_test_files_smart_sca...

Ime a gyanus fajlok!
Linkekkel a virustotal.com-ra

Affected ltems

1

Objects

Threat Matched «

Object

core-apps-NYC...
core-apps-NYC...

core-apps-NYC...

1

Snapshots

Snapshot

Sep 18, 2026
4:15am

Sep 18, 2026
4:15am

Sep 18, 2026
4:15am

3 3

Unigue Files

Threat Feed

Default Threat
Library

Default Threat
Library

Default Threat
Library

Iterns per page 10 v

GTI = Google Threat Intelligence

Threats Found

Threat Matched GTI Assessment

YARA Rule: G_Upl...

Family ID° malware--9...

A Malicious 30/100

YARA Rule: G_Upl...

Family 1D: malware--9...

A Malicious 30/100

YARA Rule: M_Ba...

Family ID: malware--4...

A Malicious 80/100

1-30f3



Security Center / Threat Library

Threat Library '

YARA Rules Hash Feeds Hash Configuration

Custom Hash Feeds

SHA-256 File Hashes ©

Hashes in Threat Library Last Updated
0 =

Manage

Built-in Hash Feeds

CISA ©

Hashes in Threat Library Last Updated
457 Sep 18, 2026

Open Source ©

Hashes in Threat Library Last Updated
500 Sep 18, 2026

Malware Scanner

Cohesity REDLab ©

Hashes in Threat Library

497

Hash feeds:

Sep 18, 2026

CISA

Cohesity RedLab
Google

Open Source

Google Threat Intelligence ©

Hashes in Threat Library Last Updated
4000 Sep 18, 2026
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Az Al itt is tud seqiteni:

Security Center

Dashboard

Anomaly Detection

Inventory

Threat Detection >

Data Classification >

Cyber Vaulting &

Scan Order Configuration

Security Posture ?

Sensitive Data Posture

User Activity >

Integrations

REDLab News

Alerts

Audit Logs

Security Center / Anomaly Detection
Anomaly Detection

Summary Rules

Systems with Affected Objects

Objects with Anomalous Snapshots

Filters: Object Type System «

Object

core-apps-NYC-Win-284

Source: vCenter-US-NYC-07.heliosdemo.local

core-apps-NYC-Win-581

Source: vCenter-US-NYC-07.heliosdemo.local

core-apps-NYC-Win-715

Source: vCenter-US-NYC-07.heliosdemo.local

B &8 &

O core-apps-NYC-Win-956
Source: vCenter-US-NYC-07.heliosdemo.local

O core-apps-NYC-Win-844
Source: vCenter-US-NYC-07.heliosdemo.local

5]

System

US-NYC-02

US-NYC-02

US-NYC-02

US-NYC-02

US-NYC-02

Anomalous Snapshot &

Sep 15, 2026 4:10am

Sep 11, 2026 4:16am

Sep 10, 2026 4:10pm

Sep 10, 2026 4:11am

Sep 9, 2026 4:14pm

Anomaly Strength
N 2
)

N oz

B 2%

[

23%

Threat Detection
{1} 3 Threats

No Scan

{3 6 Threats
(E} 6 Threats

No Scan

@ Past 30 Days ~ 3

1 49

Affected Sources Anermalous Snapshots

1 Aug 17, 2026 4:05am

Affected Protections First Anomalous Snapshot

1 Sep 15, 2026 4:10am

Affected Systems Latest Anomalous Snapshot

Sensitive Patterns

1 High of 11

1 High of 11

1 High of 1

1High of 11

1 High of 11



il

Security Center

Dashboard

Anomaly Detection

Inventory

Threat Detection >
Data Classification >
Cyber Vaulting &
Scan Order Configuration

| Security Posture >

Sensitive Data Posture

User Activity >

Integrations

REDLab News

Alerts

Audit Logs

Cyber Recovery Assistant X

Al osszefoglalo az esemenyrol™

Cyber Recovery Assis (]
® Reasoning
Summary
In the past 30 days, there were 80 anomaly alerts detected across your environment, all on the US-NYC-02 cluster protecting VMware workloads. Anomaly strengths range from 6 to 33, with
most alerts in the moderate range (around 20-30). @© Past30 Days ~ 2
Key Findings

« Total alerts (past 30 days): 80
= Environment: All alerts are on VMware (kVMware) workloads from source vCenter-US-NYC-81.heliosdemo. local.
= Cluster concentration: All alerts are on cluster US-NYC-02.
« Anomaly strength range:
o Maximum: 33
o Minimum: 6
o Majority between 20-30, indicating consistent moderate anomalies rather than extreme spikes. 49
» Affected objects pattern: Alerts are distributed across many core-apps-NYC-Win—* \Ms, suggesting broad coverage rather than a single isolated asset. Anomalous Snapshots

Details (Top 5 recent alerts) Aug 17, 2026 4:05
ug 17, :05am

First Anomalous Snapshot

Latest Anomalous Latest Clean Snapshot

Object Name Cluster Environment Alert Time (UTC) Snapshot (UTC) (uTc) Anomaly Strength

core-apps-NYC-Win-284 | US-NYC-02 ViMware 2026-09-15 01:58:03 2026-09-15 02:10:17 2026-09-15 01:45:53 28 Sep 15, 2026 4:10am
Latest Anomalous Snapshot

core-apps-NYC-Win-581 US-NYC-02 VMware 2026-09-11 02:04:36 2026-09-11 02:16:50 2026-09-11 01:52:28 22

core-apps-NYC-Win-715 US-NYC-02 ViMware 2026-09-10 14:10:13 2026-09-10 14:10:13 2026-08-1013:57:21 33

core-apps-NYC-WIn-956 | US-NYC-02 ViMware 2026-09-10 02:1:40 2026-09-10 02:11:40 2026-08-10 01:58:06 29

core-apps-NYC-Win-844 | US-NYC-02 ViMware 2026-09-09 14:02:32 2026-09-09 14.14:32 2026-08-09 13:50:24 23

...and 75 more alerts over the last 30 days, mostly with anomaly strengths in the 20-30 range on similar core-apps-NYC-Win—+ VMs.
erns
Recommendations

= Prioritize higher-strength alerts: Start with objects like core-apps-NYC-Win-715 and core-apps-NYC-Win-956 (strength = 29) for deeper investigation (file changes, entropy, and
classification/threat scans).

« Correlate with sensitive data and threats: For the most recent high-strength alerts, consider running data classification and threat scans on the affected snapshots to see if sensitive
data or indicators of compromise are present.

« Trend review: If you want, | can next summarize snapshot trends (entropy, compression, file-change counts) for one of these alerts to understand how the anomaly evolved over time.

Suggestions:

Summary of the top 3 Anomalies | Anomaly with highest count of affected files
Analyze the most recent Anomaly

Anomalies with strength greater than 50 but less than 80.

Ask a question >



. Cohesity
capability

Protect @ & __-_-__.._______ e -

gy,
scanner ~
Data Customer A
process or Backup and Add Identity Backup Cloud 1aa$S / Add Centralized \
technology Replicate On-Prem Data Protection PaaS / SaaS Data Management i
I
/
/
P
Ensure ’_ - . . I O e . . -—-———-- - - - . - . - -
LE ,
Recoverability ,
! Add a Vault Add Immutable Lock Down IAM Harden the Backup
| (Fortknox) Backups (DatalLock) (RBAC, MFA, Quorum) Infrastructure
\
\

Detect ‘o N
Threats @

Add Ransomware Add SIEM / SOAR Add Malware HASH Add Ransomware 10C \
Anomaly Detection Integration Scanning Scanning |




@ Files

i @ Digital jumpbag — az els0segely csomag

digital

Object Type ~ Source = Protection Group « Storage Domain «

E Digital Jump Bag

Storage Domain: DefaultStorageDomain | Protection Group: Digital Jump Bag | Last Backup:12 hours ago | Size: 98.8 MiB

=) Digital Jump Bag @ Browse on Indexed Data (Sep 22, 2026 7:46pm = v)

B

Name Size Last Modified
O [3 company Policy Oct 30, 2024 10:00pm
O [ contacts Oct 30, 2024 10:07pm
O [O so Oct 30, 2024 9:40pm
O [ Network Config Oct 30, 2024 10:13pm
O [ Product Documentation Oct 30, 2024 10:22pm
O [ RunBook.txt Aug 15, 2024 9:59pm



MVC: Minimal Viable Company:
« “Mini vallalat” amit el lehet inditani 24h belul
« "Mini vallalat” -> mini szolgaltatasok

MVRC / Digital Jumpbag

 Minimum Viable Response Capability
 Minimum valaszadasi kepesség
 Response ertsd: ellencsapas



. Cohesity
capability

\GJ . scanner o o
~E Data Customer A
) @ rrocessor _ Backup and Add Identity Backup Cloud laa$ / Add Centralized \
cl)l) technology Replicate On-Prem Data Protection PaaS / SaaS Data Management \
>
(@)}
o
5 Ensure - LR SR
LY L ,
Recoverability ,
] Add a Vault Add Immutable Lock Down 1AM Harden the Backup

{FortKnox) Backups (Datalock) (RBAC, MFA, Quorum) Infrastructure

Detect ‘o I S
Threats @

Add Ransomware Add SIEM / SOAR Add Malware HASH
Anomaly Detection Integration Scanning

Adatvédelem, reziliencia — ujragondolva




Veeam: https://www.cvedetails.com/vendor/15994/

Vulnerabilities by impact types

Year Code Execution Bypass Privilege Escalation  Denial of Service Information Leak
2019 0 0 0 0 0
2020 2 0 0 0 0
2021 0 0 0 0 0
2023 1 0 0 0 0
s R 0 1 0 0
Total 30 4 6 1

COHESITY  ©2025 Cohesity Inc. Al rights reserved.


https://www.cvedetails.com/vendor/15994/

0 GitHub
https://github.com » SentinelXofficial » CVE-2026-44963

CVE-2026-44963 — Veeam Backup & Replication RCE

9 Jun 2026 — CVE-2026-44963 is a Remote Code Execution (RCE) vulnerability in Veeam Backup &
Replication caused by insecure deserialization of untrusted data ...

o GitHub
https./fgithub.com » HORKimhab » CVE-2026-44963

HORKIimhab/CVE-2026-44963 - Veeam

This repository is for educational and authorized security research only. It is designed to help users
learn about: Security vulnerabilities; Sandbox and ...

https://github.com » advisories

A vulnerability in Veeam Backup & Replication allows a...

3 Dec 2024 — A vulnerability in Veeam Backup & Replication allows a low-privileged user to start an
agent remotely in server mode and obtain credentials, ...

COHE_G)ITY © 2025 Cohesity Inc. All rights reserved.
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